Request for Premium Indication
CNA Network Security Liability Policy - E-Pack
Firm Name: ________________________________________________________________
Contact: ___________________________________________________________________
E-mail: ____________________________________________________________________
CNA considers questions 1 through 8 as the recommended minimum practices and all 8 questions must be
answered in the affirmative to qualify for coverage.

1.

Does your firm have a virus protection program and firewall in place?

 Yes  No

2.

Does your firm implement security software updates within 30 days of release?

 Yes  No

3.

Does your firm replace all default settings to ensure your information security
systems are configured securely?

 Yes  No

Does your firm control access to information that resides on data storage devices,
such as servers, desktops, PCs, laptops, and smartphones?

 Yes  No

5.

Does your firm enforce a password management policy?

 Yes  No

6.

Does your firm ensure that sufficient safeguards are in place for the transmission
and storage of data?

 Yes  No

7.

Does your firm monitor user accounts to identify and eliminate inactive users?

 Yes  No

8.

Does your firm control access to information that can be displayed, printed, or
downloaded to external storage devices?

 Yes  No

4.

9.

History of Claims and Complaints
After inquiry, in the past five years, has the firm, any predecessor firm, or any
current or former attorney of the firm, while affiliated with the firm, received
any complaints or become aware of claims, prior incidents, circumstances, or
events that could reasonably give rise to a claim involving matters of privacy
injury, including, but not limited to, unauthorized access to nonpublic personal
information or corporate confidential business information, identity theft,
denial of service attacks, theft of information, damage to other’s networks or
others ability to rely on your network or similar

 Yes  No

If “yes”, explain via a separate attachment.
10.

Total gross revenue for the firm’s last full fiscal year. $ ___________________________

11.

Total number of attorneys associated with the firm.

___________________________

12.

Total number of non-attorney staff members.

___________________________

This form is completed for a non-binding premium indication
for a CNA network security policy.

